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State Sovereignty in Cyberspace
Prof. NAEMA OMAR ALGHAZIR
Mr. MOHAMED IBRAHIM ABUGREN

Department of Public Law / Faculty of Legal Sciences/ Libyan
Academy for Graduate Studies: Tripoli, Libya

Abstract:

Since Article 2, Paragraph 4 of the United Nations Charter prohibits the use of
force in international relations—as it is considered a peremptory norm— and
based on other United Nations documents, including the Declaration on Principles
of International Law Concerning Friendly Relations and Cooperation Among
States in Accordance with the Charter of the United Nations and the Charter on
the Economic Rights and Duties of States, attacks on a state’s critical
infrastructure using electronic means can be characterized as another form of
coercive measures exercised by one state against another.

Thus, cyberattacks pose new threats to state sovereignty, and this issue is
gaining increasing importance in light of developments in the provisions

governing state sovereignty in its traditional sense

Accordingly, this study, which addresses the issue of state sovereignty in
cyberspace, examines the concept of an attack on the legal personality of a state
in cyberspace from two perspectives: first, the territorial nature of cyberspace; and

second, the impact of cyberattacks on state sovereignty in cyberspace

Keywords: territory, cyberattacks, electronic, cyber interference, technology
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Merkel blames Russia for ‘outrageous’ cyberattack on German parliament,

https://www.politico.eu/article/merkel-blames-russia-for-outrageous-cyber-attack-on-german-parliament/

39 German parliament foiled cyber attack by hackers via Israeli website,

https://www reuters.com/article/world/german-parliament—foiled-cyber-attack—-by-hackers—via—

israeli-website-idUSKBN1701VV/
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