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Criminal Liability for Cybercrimes
Rasim Masir Jasim

Al-Mansour University College

Abstract:

The contemporary world is witnessing rapid technological advancement that has
made cyberspace an integral part of the lives of individuals, institutions, and
states. At the same time, this development has produced new forms of criminal
behavior that transcend geographical boundaries and exploit the immaterial nature
of the digital environment. This situation has created profound challenges for
traditional criminal legislation, which was originally designed to protect tangible
and material interests and was not crafted to address offenses committed through
information systems or targeting digital data.

This research stems from the urgent need to examine criminal liability for
cybercrimes in light of technological progress and existing legislative gaps,
particularly within the Iraqgi legal system. The study explores the extent to which
general criminal provisions can encompass these acts and highlights the
shortcomings that hinder effective prosecution of offenders, whether due to the
technical nature of the crime or the difficulty of identifying the location of the
offense and the true perpetrator behind it.

The research concludes that traditional legislation—including Iragi law—is
insufficient to confront the growing seriousness and continuous evolution of
cybercrimes. It emphasizes the need for a specialized legal framework that
provides precise definitions, clear forms of criminalization, appropriate penalties,
and specific procedures for digital evidence and cyber investigations, in addition
to strengthening international cooperation in combating cross-border
cybercrimes.

Keywords:

Cybercrimes, Cybersecurity, Digital Evidence, Electronic Hacking, Personal
Data.
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