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The Fragmentation of the Legal Personality of the Individual
between Reality and the Digital Space: Towards the
Establishment of an Electronic Civil Identity (An Analytical
Study)

Prof. Dr. Abd Al-Mahdi Kadhum Nasser

College of Law / University of Al-Qadisiyah / Iraq
Asst. Lect. Haider Salah Gatea
College of Law / University of Al-Qadisiyah / Iraq

Abstract

This study advances a straightforward yet far-reaching thesis. The legal
personality of the individual no longer resides in paper alone. It now has a
functional digital presence that produces full civil effects. Digital identity is not
a mere technical shell. It is a civil extension of the natural person to which
statements and acts are attributed and from which rights, obligations, and
liabilities flow. Methodologically, the article adopts an analytical, comparative,
and applied approach. It re-interprets the Iraqi Civil Code provisions on name,
domicile, capacity, tort, and private international law. It then anchors them in the
Electronic Signature and Electronic Transactions Law No. 78of 2012, which
shifts evidentiary weight from ink to attribution and the chain of trust, and
compares the lIragi framework with French and German law and with current
European Union instruments .The analysis shows that the protection of name
and surname under Articles 40and 41of the Civil Code functionally extends to
user accounts, platform handles, and domain names whenever they serve social
or professional identification .Article 45on chosen domicile allows for an
electronic reading, whereby a duly authenticated digital address constitutes a
valid service address, provided the requirements of electronic writing are met.
The rule on non-contractual obligations governed by the place where the
harmful event occurs justifies Iraqi jurisdiction where the damage materialises in
Irag, even if the initial act originated from a foreign server. Law No. 78of 2012
supplies operational presumptions of identity and intent. It requires sole control
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over the signing device, detectability of tampering, qualified time-stamping, and
certification records. These elements together form an admissible “writing” that
carries the burden of proof and reallocates rebuttal burdens according to the
quality of the chain, not to intuition.

Comparatively, the eIDAS Regulation prohibits discrimination against
electronic signatures and equates a qualified electronic signature with a
handwritten signature. In contrast, the 2024amendments strengthen trust
services, attribute attestations, and the European digital identity wallet. The EU
Digital Services Act establishes notice-and-action, transparency, and risk-
mitigation duties for platforms. French Civil Code Article 9provides urgent
measures to protect private life. German BGB 88 12, 823, and 1004furnish
name protection, damages, and actio negatoria as swift relief. These tools
support Iragi analogies to prevent impersonation of accounts and abusive
domain names while preserving damage claims .The article concludes that Iraqi
law can already protect digital identity if interpreted functionally. However, a
national data-protection framework is necessary to bridge the conceptual and
institutional gaps. Three pillars are proposed. A statutory definition of digital
identity encompasses verifiable electronic identifiers and attributes. A set of
procedural data-subject rights, including breach notification, access,
rectification, erasure, objection, and explanations of automated decisions. And
an independent data-protection authority with oversight, coordination with
courts, and a public decisions register. Finally, the paper proposes immediately
deployable protocols. Hash-indexed injunctions instead of URL-based orders.
Forensic data-escrow orders preserving copies and logs with qualified
timestamps. A published electronic domicile for service. And a four-pronged
evidentiary test based on reliable identification, exclusive control, tamper-
evident linkage, and time-stamping. Together, these measures reconcile physical
and digital personhood and stabilise trust in electronic transactions before
courts, public administration, and the market.

Keywords: Digital Identity; Electronic Signature; Evidence; Data Protection;
Digital Platforms
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