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The mechanisms for combating cyber attacks in light of
international law.
Assistant Lecturer Mustafa Ali Hassan
College of Law, Al-Nahrain University, lraq

Abstract:-

Despite the many positives resulting from information technology, it has
become a deadly tool used to harm human rights, one of the most serious
negatives resulting from this technology is increased reliance on it in our modern
era to carry out cyber attacks carried out in cyberspace, where cyber wars entered
strongly into the equations of conflict and confrontation between major countries,
thus these wars became one of the factors of doubling the strength and
effectiveness of countries. The problem of research is the seriousness of cyber
attacks, as they are one of the most important challenges faced by international
law jurists because of their great step at the international level as a result of the
ease of use of cyber weapons such as viruses and spyware and the theft of military
information and the destruction of infrastructure in a short time, unlike
conventional wars.

Are the rules of international law sufficient to repel cyber-attacks?

Can countries be held accountable for cyber attacks against other countries?
Are cyberattacks an attack on the sovereignty of states?

Through our research, we aim to:

Searching for what cyber warfare is and the negative effects of these wars so
that their concept is clear.

Examine mechanisms to address cyberattacks at the international and internal
levels to demonstrate the role they play in combating the negative effects of
cyberattacks and their role in reducing their perpetration.

Therefore, the structure of our research will be determined by two types of
research. We allocate the first topic to what cyber warfare is. We uniquely
identify the first requirement of the meaning of cyber warfare and show the
second demand for the effects of cyber warfare.

In the second topic to discuss mechanisms to address cyber attacks, we
uniquely demand the first requirement for internal response mechanisms. God
bless me.

Keywords:-Warfare, Cyber, International Law, Cyber Attacks, International
Mechanisms.
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